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[ntroduction, 


Contemporary ethnographic researchers -*© =) ee eee ele re) Settings to 
record and collect detailed information about a group’s social interactions and 
perspectives. This — is used to examine how subjects relate to their contexts. 
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OVTLAL rv Ad: 
actively participate to gain first-hand data 
and to have similar experiences; 

of =F 1 K-M-Dam 1a elacey:da-] el alcom-(eeelelalmeymaal-iig 
subjects based on direct input (Allen, 2017); 
immerse themselves in the culture and 
everyday life; 

Gather data that becomes available during 
their observations. 
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Data represents the smallest unit of factual information that can be 
used to justify reasoning, discuss, calculate and create visualizations. 





Your ethnographic data may consist of: 


e Verbatim transcripts of interviews e photographs 


e texts e video's ¢ audio recordings 


e recorded memories and impressions of the researcher 


e information gained through informal conversations 
e non-formal information  « detailed field notes 


e physical artifacts e documents 
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Effects of an ethnographic data breach.. 


Data leaks are dangerous for the ethnographers, their research, and for their participants... 


Ethnographers: a data breach Is harmful for an ethnographer conducting research In vulnerable or dangerous 
contexts. E.g: when conducting research in a politically unstable context where the military/government may 
Intervene, having their data leaked might expose ethnographers tO)sanctions. 
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The research: a data breach can nullify the ethnographer’s work TO | 
Since one of the premises of ethnographic work is confidentiality, 4 _ T7é6 
releasing data would permanently hinder one’s reputation i, 
their credibility. — 
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Participants: Subjects should always be protected by confidentiality at and / li their sensitiv 
would be leaked, this might result in psychological and/or physical harm. In particularly vulnerable contexts, 
participants may experience verbal or physical aggressions, persecutions, and social stic 
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~i<\- data collected by ethnographers is ultimately 
irrecoverable! — FF . 


However digital-born materials 

















Where phould you lore ehnographic dala? 


During your research, you may produce data that will not be safe on your devices. The best 
ways to store them Is using cloud storage platform 





Benefits of Cloud Services: Loan 
| MEGAUPLOAD 
e The cloud consists of servers accessed ~ 
over the Internet with the software and Google Drive 


databases that operate on those servers. 
e Cloud servers are present in data centers 
all over tne world. 
e Cloud users can access Tiles and 


applications stored in the cloud fro a. 


almost all their devices. 





All these cloud storage platforms are 


re. vr " available for Android and iOS and their free 
amazon drive data storage capacity may vary. Size is always 





expandable with a paid account. To our 
p—" >< advice, the two safest ones might be STORE} 
Dropbox and MEGA, because they allow to encrypt 


data before uploading them to the cloud. 








When using either of these servers, Data breaches are most unlikely to happen! 





How lo pajely plore your elhnographic dala 
Data Encryption 


“Data encryption translates data into another form, or code, so that only people with access to a secret key (formally 
called a decryption key) or password can read it.” (De Groot, 2022). It is one of the safest options to store sensitive 
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e All data can be encrypted, whether written, 
audio or video! 

e Encryption can be either “asymmetric 
encryption” (“public-key encryption”), or 
“symmetric encryption”. 

e Data is encrypted with an encryption algorithm 
and an encryption key. In case of symmetric 
encryption, the same key ts used for encrypting 
and decrypting the files. 

e You can use on of the following softwares 





IBM Security, Guardium Data Encryption, AxCrypt Premium, VeraCrypt, NordLocker, Kruptos.2. 








e your eUhnographic dala 
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Password protection 


ae If you need to protect the access to your data with a password, it would be better to find a way to 
choose a very strong one, difficult to be hacked. There are many password managers services, but 
we recommend Last Pass Password Manager. 





i mL | 
LastPass 


Allows users to generate long and randomized passwords, 
protecting them from cyber-attacks at the same time. 
Allows sharing access to any account without sharing a password 
or ID. 
Free plan: users can save unlimited passwords and share access 
with any LastPass user by sending an email. 
Yearly subscription plan: 3$ per month. In a premium plan, the user 
can share single account details to multiple users. 
When you save a password on LastPass, it will always be available 
when in need, allowing you to access easily and rapidly. 
LastPass never possesses your account key. 
AES-256-GCM encryption is implemented. 
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To keep your data safe: 


- Use cloud hosting service 

-Encrypt yourdata _ 

- Use safe randomized 
passwords 
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When storing your ethnograpnic 


data, always keep in mind that your 


findings may pertain information 
sensitive to your participants. 


It is your ethical responsibility to 


Keep Their Data 
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